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Disclaimer

| can’t promise that you will make a cent with this product or advice. I hope you
do make money, but if you don’t, I am not personally responsible. In addition,
you only have personal use rights to this product and no PLR, RR, or MRR rights
of any kind. In other words, don’t share it. Just use it for your own purposes.

Also, there could be some affiliate links in here, meaning that I get a commission
if you purchase from my link. It won’t cost you any extra, though, because any

commission is paid by the product or program creator.

Also, I give you my word [ won't ever recommend anything that is junk.

About The Author

Terry Chadban, aka The Internet Marketing Bloke,
bought his first computer back in 1985, complete
with a 1200baud modem, and first started
marketing online in the same year.

Yes, that was before the birth of the World Wide
Web, and before a lot of the so-called 'Internet
Gurus' was even born.

He now resides in the Port Macquarie area and is
running Port Macquarie Online Marketing as a
way to keep on top of things in the online world,
as well as give something back to the local
community which has welcomed him into their
world.
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Step 1 Preparation

Before you even start to consider building a new Wordpress website, or any other type of website
for that matter, there are a few things that you need to do first. Most important of these is making
sure that the bad guys can't take advantage of the fact that you will be exposing your computer and
website while you are working on it.

Always bear in mind that the internet is a two-way street, meaning that whenever you are connected
to the internet it is just as easy for the bad guys to download viruses and malware onto your
computer as it is for you to upload files from your computer to your website, so we need to take
precautions to try and prevent that!

The first thing that we need to do, if you haven't already done it, is to install a firewall program onto
our computer and set it up. A firewall program is exactly what it sounds like, it puts up a firewall or
physical barrier between your computer and the internet to prevent the bad guys from getting to
your computer.

Windows comes with a firewall program already installed, to configure it in Windows 7, click on
the Start button, then go to Control Panel — System & Security — Review Your Computer's Status
and you will see the Firewall options as below:

£ View Tools Help
EPSON Easy Photo Print  {Z) Photo Print

Control Panel Home . 1
Review recent messages and resolve prooiems

Change Action Center settings Mo issues have been detected by Action Center,

#! Change User Account Control
L i)

il Security
View archived messages

View performance information NetwarkHiewsl]

@ Windows Firewall is actively protecting your computer.

Windows Update

Windows will automatically install updates as they become available.

Virus protection

avast! Antivirus reports that it is up to date and virus scanning is on,

Spyware and unwanted software protection On

‘Windows Defender and avast! Antivirus both report that they are turned on,
Mote: Running two or more antispyware programs at the same time can cause your computer to run slowly,

Internet security settings oK

All Internet security settings are set to their recommended levels.

User Account Control On
See also
UAC will notify when pregrams try to make changes to the computer,

Backup and Restore ) Change seitings

Windows Update
Windows Pregram Network Access Protection

Compatibility Troubleshooter Network Access Protection Agent service is not running

For Mac users, the following link will explain how to configure the Application Firewall on your
computer (Mac OS X and above): Configuring the Mac Application Firewall

The next thing we need to do is to install a password manager if you don't already have one. We
need this for two reasons, firstly to store and manage all of our passwords and login details, but just
as importantly, to generate secure passwords for us, so that the bad guys won't be able to guess our
passwords and login names. The two most popular are Roboform, and LastPass. Both have free trial
versions, but Roboform has a very limited trial version and you will very quickly run into its limits
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and need to upgrade to the paid version, which isn't very expensive anyway, currently on special for
$US9.95/year, reduced from §US19.95/year.

But my recommendation is LastPass, which is the one I have been using for a number of years now.
The free version will hold literally thousands of passwords and login details, so it is probably all
you will ever need. The premium version is currently $US24/year for up to 100 users, which is
great value for businesses, but as I said, the free version will be all most of you will need.

Finally, you should all already have anti-virus and anti-malware programs installed and configured,
but make sure that they are kept up-to-date. For Mac users, it is a myth that the Macs are not
affected by viruses and malware, they are, but the numbers are a lot less because there are a lot
fewer Macs around than Windows PCs, so they are more newsworthy than Mac attacks. And more
and more Mac users are now running Windows programs on their Macs using emulator programs
like Parallels, so there is a good chance of becoming infected by a Windows virus. Here is a link to
a Comparison of Mac Antivirus Software which may help you.

Once we have taken care of all that preparation, it is time to get into the actual website stuff!

Step 2 Keyword Research

Keyword research is not too sexy, but it is vital for the overall viability of your website, because
you need to know what keywords people are typing into the search engines to try to find your
website. Once we know this, we can optimise our website in order to help the search engines point
the potential viewers to our website. This will be covered in more detail later on, in the SEO
module, but it is better to do the research before we start rather than later on down the track.

If you already have an existing business, then you will most likely want to register your business
name as the domain name for your website, but in a lot of cases that may not be possible, so we
may need to come up with an alternative name. So let's go and do some keyword research.

There are a number of very good keyword research tools out there, but all we need at this stage is
the free Google Keyword Tool. It changes around a lot, so if you go to Google and type in “Google
Keyword Tool”, it will be the first one in the search results.

2 Heyword Hessarch ...

o aagie that
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If you have a Google Adwords account, the tool will display up to 800 results, but without an
Adwords account it will still display up to 100 results, which is enough for us for now.

For the purposes of this tutorial, I am going to build a fictitious website for a fictitious business, a
Chinese Herbal Medicine practice. So we will go to the Keyword Tool, and type in a few phrases
which people might use to find the business, and see what we get.

GOUSIE' AMdWords ] Engish [Linked Kingdom| =| || Austrain Doltar (MUD AL} T‘.t_{-_"!" anieye | Help | S0

Tools

Find keywords

Based an one o more of the follawing

P e e
L

Add your see d phrases hore

Wansi

Change these settings
from Broad to Exact

Tick this box
o Make sure thess settings

are correct

ave st Faywind i (0} 0-0un =

Kuspooaed Compestivn Gloal Maely Searctas Rocad tanmn iy Searcies

Make sure that you check the language, currency and match type settings before you type in your
keywords and the stupid Captcha form. If all goes well, you should get something like the following
screenshot:

20 1 with your Ao logn armation tn sas the full 3et of idsas far e search

Qur Original Keyword Phrases

Compuimicn ol Wity Saarchis Latal Woathly Setsches

Google's Suggested Keyword Phrases Low ] =10

Here you can see our original four keyword phrases, plus the phrases that Google has suggested.
But there is more thing I suggest you do before going any further, and that is to sort the results by
Local Monthly Searches. If you click on the heading “Local Monthly Searches”, it will sort from
highest to lowest results. If you click again, it will reverse the results, and show you lowest to
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highest. You can do that with all columns. Once we have done that, we get:

Looking at the results, we can see that the phrase “traditional chinese medicine” is getting around
1000 searches in Australia monthly and 8,100 searches globally, yet Google is telling us that the
Competition for that phrase is Low. Compare that to the phrase “chinese herbal medicine”, which is
showing 480 monthly searches Australia-wide, and 4,400 globally, but has a High Competition
rating, and there is no doubt in my mind that the phrase “traditional chinese medicine” is the better
choice for our website.

None of Google's suggestions come anywhere near those results. But one thing that does stand out
is that nearly all of Google's suggestions are related to information about the topic, so that is
something to bear in mind down the track.

Now, to get ideas for keywords related to our website, which we can use for inspiration for writing
articles for our website later on, we go back to the Keyword Tool and uncheck the “ideas closely
related” box, and now we get the following:
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Notice that now we have the full 100 keyword phrases. Once we have this list, we can either click
on the Download button and download all the results, or click on the Save All buttons to save the
ones we want. And we are done with keyword research for now. We have a good idea of what we
want for our website name, and a list of related terms and phrases which we can use for our content
later on when we start to build out our website. Now, we head out to buy our domain name!

Step 3 Selecting And Purchasing a Domain Name

Next step is to head on over to a domain name register to select and purchase our domain name. The
domain name is just the website address, the http://www.yourbusinessname.com bit that people type
in to get to your website.

If you already have an established business then you will want to try to register that name if
possible, but if you are starting from scratch then you can use the keyword research to try to find a
domain name that incorporates your main keyword.

My personal choice for domain name registration is Crazy Domains for Australian-extension
domain names (.com.au, .net.au, .org.au, etc) and NameCheap for all others, but if you are only
going to be buying one or two domain names then Crazy Domains is fine. You will need to open an
account with whichever one you decide to go with, but both are free, and easy enough to fill in, so I
won't waste your time telling you how to fill in your name and address. :-)

When you open your account and login to Crazy Domains, you will find the following search box:
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Unless you are going to apply for a non-profit domain name, just tick the .com, .com.au, .net and
.net.au boxes, because these are the only domain names worth chasing. My personal preference is
for a .com domain, but the search engines are becoming more and more local-focussed, so I would
consider the .com.au domain as well. My next preference would be a .net, then a .net.au domain.

Never ever even consider a .info domain, no matter how cheap they are offered to you. Because
they are usually very cheap compared to the other domains, they are a favourite of the spammers
who buy them by the hundred, but the search engines are aware of this, and penalise all websites
with a .info domain now.

As you will see in the next screenshot, all the good domains for 'traditional chinese medicine' are
already taken, but never fear, we have another option in mind.

- =3

Popular Domahis

rnfEisith neganedine sl Avwily 11000 254 4

International Damains

What I recommend doing in this case is adding what is known as a 'local modifier', which is just a
fancy-pants way of saying “bung your town or area name in front or behind the keyword”. In my
case, because [ am living in the Port Macquarie area, and our fictional business will be based in the
Port Macquarie area, I tried “port macquarie traditional chinese medicine” and got the following

results:
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Bullseye! As you can see, the .com and .com.au domains are both available. In this case, I would go
with the .com domain, partly because of the fact that the search engines still prefer .com domains at
the moment, but also because the domain name is already a bit longer that I would normally like.

However it does contain our keyword and our local modifier, so anyone looking for traditional
chinese medicine in the Port Macquarie area should be able to find us in the search engines. We
could also have gone with something like 'hastings traditional chinese medicine', which may have
been more appropriate if our business was going to be operating in more than one area of the
Hastings, but you get the idea. Last step is to click on 'Add To Cart', and go ahead and pay for the
domain name. Next we move on to the all-important area of purchasing web hosting, which is just
the area or computer where our website will eventually be stored.

Step 4 Purchasing Web Hosting

Okay, I am obviously a little biassed here, but I think that the website hosting service we provide at
Port Macquarie Online Marketing is just about the best value in Australia, but for the purposes of
this report we will mention another service that I can recommend, Hostgator.

When you go there, you can totally ignore the prices that state “Starting from....”, these are only
applicable if you sign up for three years or more! Below are the annual prices, and in some cases
you can sign up for monthly payments for around the same price.

For most small businesses, the Hatchling Plan will be sufficient, but be aware that it only allows
you to have one website hosted for that amount. The other two plans offer unlimited domains, so
even if you think you may want to include another website down the track, we recommend either
the Baby Plan, or the Business Plan if you think you may need a toll-free number or a private SSL
certificate for your business.
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Ho stGator » Web Hosting

Get Started with HostGator Web Hosting Today!

= Hatchling Plan

e
& UNLI 1} Disk Space
@" UNLIMITED Bandwidth

% Shared SSL Certificate

zf;lUHIJMTI'ED Domains
ISk Space

%" UNLIMITED Bandwidth
% Shared SSL Certificate

[} B
%Y FREE Frivate SSL & IP
%H FREE Toll Free Number

- [
1 Year - $5.56/mo* E" | | |1 Year - $7.96/mo* E|| i

I 1 Year - $11.96/mo* _E" . '

+~ Compare All Hosting Plans ‘ +~ Compare All Hosting Plans +~ Compare All Hosting Plans | [
I .

~ LORDERNOW.». — — .ORDERNOW.D ~ (ORDERNOW.D. | |

*Price reflects 20% off first invoice |

. HostGator Control Panel || = .. = Easy SiteBuilder |
i cPanel is the #1 used control @@J?ﬂ . Our FREE Site Buider will allow you |
[
|

|
¢ panel in the world. If it was not : to easily create 3 professional

the best we wouldn't be using it. ‘ | ‘______g,- looking website within minutes.
TRY. CPANEL-DEMO. | | | ' TRY.SITE BUILDER DEMO. |

Once you pick your plan, it is the same rigmarole, create an account, sign in, and purchase the plan
that you need. I will leave you to do that on your own. Next step once you have your domain name
and web hosting sorted is to join the two together. Don't worry, this is not as difficult as some
'experts' make it out to be!

Step 5 Connecting The Domain Name To Web Hosting

Before we get into the details here, a brief explanation of what we are doing and why might be a
good idea. Each computer that is connected to the internet is allocated a unique IP address, so that
they can be identified. An IP address is a number which looks like 212.125.91.128 or something
similar. Now IP addresses are fine for computers because they 'speak’ in numbers, but human beings
don't. So we need a way of translating the IP addresses into usable addresses like
http://PortMacquarieOnlineMarketing.com, which is easier for us mere mortal to remember.

This is done by dedicated computers called Domain Name Servers, or DNS, and they are simply
computers with a huge list of IP addresses and the equivalent domain names. Now obviously all the
domain names in the world wouldn't fit on one computer, so we use a series of interlinked
computers to do the job.

When we create a new website, we need to tell everyone which Domain Name Server our new
website is listed on, and that is what we will be doing next. Different Domain Name Registrars will
have slightly different names for the settings, but if you look for a link or a tab that says something
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like DNS Settings, or Name Servers, you should be able to find it okay.

Search new domain Q

DOMAIN NAMES WEB HOSTING EMAIL HOSTING SERVERS WEB BUILDER BUSINESS +

") Welcom
My Account £l
’ - ”Emberu Logfut
My Credit: § 0.00 AUD
Domain Names: 6 Manage Domains
Business Products: ]
» My Home Page portmacquarieonlinemarketing.com

¥ Account Details
» Invoices & Reporis

» View Notifications Name Servers
# Setup Auto Renewal  fre
y Affiliate Manager i ]”—
e this
Mame Server 1: ns: com 118.127.19.133 X Delete
Name Server 2: nsi com 202.60.92.195 X Delete
Manage Domains Name Server 3: ns3) com 202.60.83.38 X Delete
Register Domains Name Server 4: ns2 com 202.60.92.196 X Delete
Renew Domains
Transfer Domains
: Add Name Server

Name Server 5: Add your Host Name
details from your web
host here. The IP

Business Products

Manage Products Name Server 6: .

addresses should fill
Register Products in automatically
Renew Products

Add Name Server

Click here to update

Your web hosting service will give you a series of Domain Name Servers (here in Crazy Domains
you will see that they are referred to as Host Names) which will look something like:

nsl.hostname.com
ns2.hostname.com
ns3.hostname.com
ns4.hostname.com

All you need to do is to login to your domain name account, find the option to Add DNS, or
something similar, and type in these values. Normally the IP addresses will be added automatically,
but your web host will have supplied them as well. Just confirm that they are correct, then save
them. And that is all there is to it. Your domain name and website are now joined.

Now let's get to the fun part and start to actually build our WP website!
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Step 6 Installing Wordpress The Correct Way

There are a number of ways of installing Wordpress, and the actual method will depend slightly on
what web hosting service you are using. Most modern web hosts will include an application called
Fantastico, or Fantastico Deluxe. Some will also have an application called Installatron, which is
my favourite or a number of reasons. But if your web host doesn't have any of these options, or you
are a born masochist, you can also install it manually. It really isn't all that hard to do it manually,
and here is a link to the famous Wordpress 5 Minute Install:

http://codex.wordpress.org/Installing WordPress

Simply go to http://wordpress.org/download/ and download the latest version of the Wordpress zip
file, and you can also click on the link to the 5 Minute Install from there as well.

Go

@ WORDPRESS.ORC

Showcase Themes Plugins Mobile Support Getlmvolved About Blog Hosting Download

Download WordPress

Stable Download The latest stable release of WordPress (Version 3.4.1) is available in two formats I Download WordPress 3.4.1 I

Beta Releases from the links to your right. If you have no idea what to do with this download, =TT
JR— ‘we recommend signing up with one of our web hosting partners that offers a one Download targz — 4.3 me
ightly Builds
click install of WordPress or getting a free account on WordPress.com. o
Subversi Release Notification

We've got a handy mailing list that
we send a friendly message to
whenever there's a new stable

What’s Next?
i TS ST T Ta ihingn Worboos forthe fircttime is simple

Release Archive

We've created a to see you through the installation process. |f youte upgrading
your E)&\S(H'Vg installation, weve QD( a guide for that, too. And shoul you run into any trouble
along the way, our support farums are a great resource, where seasaned WordPress Email Address Join

Source Gode release for you to enjoy.

experts volunteer their time to help you get the most out of your blog B WordPress Rel RSS
WordPress Releases

Privacy | License / GPLv2 WordPress.com | WordPress TV | WordCamp | WP Jobs | Matt | E) Blog RSS
ElLie 431k W Follow @WordPress CODE I8 POETRY

For this demonstration, I will use Installatron to install Wordpress, but the procedure is basically the
same in all three automated options. Firstly, login to your Cpanel for your website. It will normally
be http:/www.YOURDOMAINNAME.com/cpanel. Look for the icon for either Fantastico,
Fantastico Deluxe or Installatron and click on it.
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Content Management Systems (CMS) are applications designed to manage dynamic content for websites.
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All CMS applications have the ability to manage news or blogs and all include a templating system that allows the
appearance/style of web pages to be controlled. The more advanced applications can include a near endless list of additional
features, including: categories; commenting; user logins; polls, statistics; file managers; FAQ managers; and so on.

CMS applications generally fit into the following loose categories: Blogs (also known as weblogs), CMSs, Portals (modular
features that can be added into a standard three-column page layout), and Framewaorks (do-it-yourself systems).
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Click on the Install Application button.

CPAMEL 11

' © D w &
I nsta I Iatran My Applications (5) My Backups (8) Applications Browser

Apps for Content Management L =) Q, Search for an application

WordPress == install this application

WordPress is an open source blog application. WordPress forked from the b2icafelog
application in 2003, and WordPress Mu multiple website functionality has been integrated
since 2010 Today WordPress is the moaost used blog application powering millions of blogs
and being used by tens of millions of people every day.

Application WordPress WordPress is a personal publishing platform and blogging application with a focus on
Current Version 3.4.1 aesthetics, web standards, and usability.

With Installatron, you can fill in the blog name details, and just leave everything as-is except for the
default username of 'admin'. Change that to something else, something unrelated to your blog
preferably. With Fantastico, you don't have a choice, so go with it for the time being, and we will fix
that later. Make sure you keep a record of the Username and Password somewhere safe.

Then click on Install, and you are done!
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Database

This web application requires a database for  Database Management

data storage. @ Automatically manage the database settings for me. (Recommended)

Database systems allow large amounts of (©) Let me manage the database seffings.
data to be stored and retrieved in a fast and

gfficient manner, and many applications

installed by Installatron Plugin require a

database to store their data. Installatron

Plugin wil automatically manage database

setup, it requires only that a database be

available.
Settings
These settings allow you to customize and Administrator Username
personalize this installed application. -
admin ,&LWAYS;;_hangle tlhls username
The values =et can be modified later within iosome ing-eise!
Installatron Plugin or within the installed Administrator Password

application.

UFKMLArDsBr

Administrator Email

terrychadban@gmail com

Website Title

My blog

Enable Multi-site?

@ Mo, do not enable. Multi-site can be enabled |ater within WordPress.
(Recommended)

() Yes, enable multi-site support for sub-directories ofthe selected install
location.

] )

Once your Wordpress website is installed, you can now login to your new website using the
following link: http://www.YOURDOMAINNAME.com/wp-admin and enter the Username and
Password you just created.

If you used Fantastico or Deluxe to install Wordpress, you will need to go to your Dashboard and
create another User, give them Administrator privileges, check that the new Username and
Password work, then delete the original Admin Username altogether.

Why do we need to do this? Because 99% of all Wordpress websites have the default username of
Admin, and the hackers know this, so their job is half-done for them! If we change the Admin
Username to something that they can't guess then they will normally just give up and go away and
hack someone else's website.
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' Posts Créate a brand new user and add it to this site.
[ Media
Usemame (reguired) A : ' He.

& ’ ’ nything but 'Admin’!
@ Links ything
D Local Pages E-mail {required)

&' Mobile Pages First Name

& Social Pages

= LastName
=' Comments
£8| RelatedPosts Website

Password (twice, reguired)

;\if Eilliiilii
|
Strength indicator Hint: The password should be at least sever charat

Appearance

All Users
Then here :
Lot Send Password? [F] Send this password to the new user by email.
Your Profile
T} Tools RO Administrator~| | Change to Administrator

Settings

Finally, click here

| BPS Security

Now we have started to make our Wordpress website secure. The next step is to install a few
plugins to make it even more secure! This is not hard to do, and once you have installed and

activated one plugin, you are right to go and install as many plugins as you like to make your
website unique.

Step 7 Installing Plugins The Correct Way

When you first go into your new Wordpress blog you will find that there are already a few plugins
installed, to show you the idea. One of these is the famous “Hello Dolly” plugin which simply plays
snippets of Louis Armstrong tunes at random times. You can safely de-activate and delete this
plugin — unless you are a Louis Armstrong fan, of course.

The other one is called Akismet and is a great anti-spam plugin. It needs to be activated, and you
will need to go to the Akismet website to get a free activation key but the system is well
documented so you shouldn't have much trouble activating it. Leave the settings as-is, and it is good
to go.

One of the first plugins that we will be installing and activating requires a change to the permalink
structure in order to work correctly, so we will do that first. The permalink is a fancy-pants word for
the permanent website link to a particular page or post, and by default Wordpress gives the pages
stupid names like: http://portmacquarieonlinemarketing.com/?p=123 which doesn't tell us or the
search engines what the page is about, so we will change it to something more sensible.
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{2} Dashboard

5 Posts

Media

@ Links

[ Local Pages
s Mobile Pages
& Social Pages
() Comments
£E RelatedPosts
Appearance
yi] Plugins

4, Users

Tools

'I7| Permalink Settings

By default WordPress uses web URLs which have question marks and lots of numbers in them, however WordPress offi
available, and here are some examples to get you started.

Common Settings

(") Default wttp://portmacquarieoniinemarketing. com/?p=123

7y Day and name http: //portmacqguarieonlinemarketing. com/2012/88/31/sample-post)

() Manth and name http://portmacquarieonlinemarketing. com/2812,/88/sample-post/

I Numeric http://portmacquarieonlinemarketing. com/archives/123

@ Post name http://portmacquarieonlinemarketing. com/sample-post/

iZ) Custom Structure /%postnamek/ Change to Post Name

Optional

fﬁﬂﬂlﬁ.hﬁfﬁay enter custom structures for your category and tag URLs here. For example, using topics as your cats

General
Writing
Reading
Discussion
Media
B

Permalinks

[ p———

Category base
Tag base
| Finally, click here
Then here

Now if we write and publish a page called 'Welcome', Wordpress will give it a permalink of
http://PortMacquarieOnlineMarketing.com/welcome. Much better, right?

Now this is important, as soon as you have changed the Permalink settings, go into Plugins — Add
New, and we will install, activate and configure a plugin called Bulletproof Security.

{3} Dashboard

5 Posts

(% Install Plugins

Search | Upload | Featured | Popular | Newest

55 Media
& Links

[ Local Pages

Pl

&~ WMobile Pages

bulletproof security

ugins extend and expand the functionality of WordPress. You may automatically install plugins from the WaordPress Pluain Directory or upload a plugin in zip formatvia this page.

Search

Type in bulletproof security
then hit the search plugins

Search Plugins

& Social Pages
@ Comments

& RelatedPosts

& Plugins

Installed Plugins
Add New

Editor

Akismet Configuration

If you type in

button

Popular tags

You may also browse based on the most popular tags in the Plugin Directory:

admin asax buddypress catesory comment COMMENtS content email Facebook feed mesn gallery google image images avascript jquery

Wldqet widgets wordpress voutube

Then here

'bulletproof security' and hit the search button, you will get the following screen.
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{=} Dashboard

(% Install Plugins

i Posts
Search | Search Results | Upload | Featured | Popular | Newest
Media
@ Links Keyworcqz bulletproof security Search Plugins
[l Local Pages Name i ersion .. Ratin
Already mstalleg on {ﬁ'lus website &
£ Mobile Pages BulletProof Security normally would read 'Install Now' ' v - '

: ; Click on Install Now
& Social PﬂgES Details | Installed

& Comments
Simple Facebook Connect 15 e i o iy

ﬁ! RelatedPosts )
L Detailsj Install Mow

Appearance

= i

Installed Plugins

Normally you would see a link under the plugin saying “Install Now”, but in this case the plugin is
already installed and activated. Click on “Install Now”, and the plugin will be downloaded and
installed. Then you will see a message to “Activate Plugin”. Click on that link and the plugin will
be activated and ready to configure. This particular plugin has a lot of options, but don't worry, it is
very easy to configure.

\ BulletProof Security ~ htaccess Core
ks

' Security Modes Security Status m Backup & Restore Edit/Upload/Download Custom Code '

BulletProof Security Modes

AutoMagic - Create Your htaccess Master Files

Use These AutoMagic Buttons For Your Website Do Not Use These AutoMagic Buttons Don't "
For Standard WP Installations 0 - " touch!!
Create default htaccess File Click this button and wait for the 'success’ message default htaccess File
Create secure htaccess File Then click this button and wait for the 'success messagere ntaccess File

Simply click on the 'Create default htaccess file' button, then wait until you get a message telling
you that the process was successful. Do the same for the 'Create secure htaccess file' button. And
no, you don't need to understand any of this computer-geeky stuff, just follow the instructions and
you will be fine.
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Activate Security Modes

Activate Website Root Folder .htaccess Security Mode

© BulletProof Mode | Click here i inortmacquarieontinemarketing.comt.ntaccess
Copies the file secure.htaccess to your root folder and renames the file name to just .htaccess

() Default Mode httpeiiportmacquarieonlinemarketing.coml.htaccess
WP Default htaccess File CAUTION: Your site will not be protected if you activate Default Mode. ONLY activate Default Mode for Testing and Troul
Activate Click here and wait for the "'success’ message

Activate Website wp-admin Folder .htaccess Security Mode

() BulletProof Mode http:/iportmacquarieonlinemarketing.com/wp-adminl.htaccess
Copies the file wpadmin-secure.htaccess to your /wp-admin folder and renames the file name to just .htaccess

() Delete wp-admin httpeiiportmacquarieonlinemarketing.com/wp-admini.htaccess
htaccess File CAUTION: Deletes the .htaccess file in your iwp-admin folder. ONLY delete For testing or BPS removal.
i Do the same for the other three options

Activate Deny All htaccess Folder Protection For The BPS Master htaccess Folder

(") BulletProof Mode httpeiiportmacquarieonlinemarketing.com/wp-content/plugins/bulletproof-security/admin/htaccess/
Copies the file deny-all.ntaccess to the BPS Master htaccess folder and renames the file name to just .htaccess

Activate

Activate Deny All htaccess Folder Protection For The BPS Backup Folder

() BulletProof Mode http:/iportmacquarieonlinemarketing.com/wp-content/bps-backup/
Copies the file deny-all.ntaccess to the BPS Backup folder and renames the file name to just .htaccess

Activate

In this section all you need to do is to go down the page one option at a time, click on the
'Bulletproof Mode' button and 'Activate'. Again, wait for the 'success' message, then go on to the
next one, and so on. Once you have done all four, you can click on the 'Security Status' tab at the
top, and if all went according to Hoyle then you should see lots of green text and no red text as in
the next screenshot. If you do get any red text, read what it says, then do what it says and you
should be right. Normally it will simply be because you have missed an option.

Presented by Port Macquarie Online Marketing 20/32


http://PortMacquarieOnlineMarketing.com/

BulletProof Security ~ htaccess Core

9

Security Modes

Click here

Backup & Restore | Edit/Upload/Download | Custom Code | Maintenance Mode | Help & FAQ mm

System Info

BulletProof Security Status

Activated BulletProof Security .htaccess Files| Read Me | Ad nal Website Security Measures

[The .htaccess file that is activated in your root folder is: ' WordPress DB Show Errors Function Is Set To: false

BULLETPROOF 47 3 ==>==>> SECURE HTACCESS + WordPress Database Errors Are Turned Off
J WordPress Meta Generator Tag Removed

+ wp-config.php is htaccess protected by BPS ' WordPress Version Is Not Displayed / Not Shown

« php.ini and phpS.ini are htaccess protected by BPS « The Default Admin username “admin" is not being used
v The WP readme.htmi file is .htaccess protected

+/ Deny All protection activated for BPS Master /htaccess folder ~ The WP /wp-admin/i php file is .htaccess

+ Deny All protection activated for wp-contentibps-backup folder

|The htaccess file that is activated in your wp-admin folder is:
BULLETPROOF .47.2 WP-ADMIN SECURE .HTACCESS

No red text anywhere,|so it is all good!

’ File and Folder Permissions - CGl or DSO \: Read Me | General BulletProof Security File Checks | Read Me )

CGI File and Folder Permissions { Recommendations v An htaccess file was found in your root folder

+ An htaccess file was found in your Awp-admin folder

+ A default htaccess file was found in the /htaccess falder

+ A secure htaccess file was found in the /htaccess folder
htaccess .ihtaccess 404 B44. + A maintenance htaccess file was found in the /htaccess folder

+ A bp-maintenance.php file was found in the /ntaccess folder

4 A bps-maintenance-values php file was found in the /htaccess falder
index.php _findex.php 400 644, -.'Awpadmm—secure.maccess file was found in the /htaccess folder
+ Your Current Root htaccess File is backed up

+ Your Current wp-admin htaccess File is backed up

root folder ol 705 750. « Your BPS Master default hiaccess file is backed up

« Your BPS Master secure.ntaccess file Is backed up

+ Your BPS Master wpadmin-secure.hiaccess file (s backed up
wp-includes! hwp-ncludes 705 755. + Your BPS Master maintenance.htaccess file is backed up

+ Your BPS Master bp-maintenance. php file is backed up

< Your BPS Master bps-maintenance-values php file is backed up

File Name File Path Recommended Current
Folder Name Folder Path Permissions Permissions

wp-config.php fwp-config.php 400 644,

wp-blog-headerphp Jwp-blog-headerphp 400 B44.

wp-admin/ fwp-admin 705 755

wp-content/ Swp-content 705 755

wp-content/ops-backup/ fwp-content’bps-backup 755 755

And you are done! Now we will install and activate one more plugin, to help make our website
more secure. This one is easy-peasy, because the default options are fine for our needs.

Go back to Plugins — Add New, and type in Login Lock.

&@ Install Plugins

Search | Upload | Featured | Popular | Mewest

Plugins extend and expand the functionality of WardPress. You may automatically in

Search

login lock Search Plugins

Unfortunately Login Lock, the one I normally recommend, is not currently listed for some reason,
probably being updated, so the next best one is the following:
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Name Version Rating D

Simple Login Lockdown 0.4 imp
Details | Install Now '1*'3:'
25
3 A
Ifya
Login Dongle 151 Log

Details | Install Mow

wWh
Lnc
If b
Limit Login Attempts 1.7.1 Lim
Details | Install Now By«
rela
Lim
Check caps lock key 1.0.5 Cag

So go ahead and install and activate that one instead, if Login Lock is not available, it does the same
job. Now, if any would-be hackers try to hack into your website, firstly they will get the Username
wrong because we changed it from the default 'Admin', then they will be limited to about five
attempts to guess your password before they are banned from your website.

Once you get the idea, you can go crazy adding hundreds of plugins to your website, but don't, each
plugin takes up space and resources, so if you add too many they will slow your website down and
make it unusable. Just add enough to make the website look and act the way you want it to do.

Here is a list of some of the plugins that you might decide to add to your website:

All In One SEO Helps to set up your website the way search engines like
Comment Luv Helps with getting people to comment on your blog
Sociable Puts social media buttons on your website

Google XML Sitemap Creates a sitemap especially for the search engines
Contact Form 7 Create multiple contact forms for your website

WP Complete Backup Backs up your website

NextGen Gallery Adds a photo slideshow to your website

WP Customer Reviews Allows your customers to leave a testimonial or review
YARPP Adds a list of related posts to your post to help readers

Finally, a word of warning. Wordpress will notify you whenever there is an update to either the core
Wordpress program itself, or any of the plugins that you install through the Wordpress Dashboard.
Make sure that you keep both the core program and all plugins up to date at all times, because a lot
of the updates are to fix potential security problems with both. If you keep everything up to date at
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all times it will only take you a few minutes each week, and it will make your website much more
secure, so don't neglect it.

Next step is to install and activate a theme.

Step 8 Installing a Theme The Correct Way

One of the many great things about Wordpress is the ease of changing the complete look of your
website. This can be done in literally seconds, because Wordpress uses a system called 'themes',
which are packages which include matching headers, footers, sidebars and widgets, all based on the
same look, or theme. So if you build your website using a particular theme, then decide that you
want to include a sidebar with an opt-in box to your newsletter, it is just a matter of changing the
theme to one that supports sidebars. Most modern themes will also give you the choice of including
or excluding footers, sidebars, etc, so chances are you might be able to change the whole look of
your website within the current theme.

Now a word of caution! Because Wordpress is so popular, the bad guys write a lot of free themes
and plant malware inside the programming code, which could compromise the security of your
website, especially if you are selling anything and collecting private information, so never ever
download Wordpress themes from anywhere except the official Wordpress website. There are
literally thousands, probably hundreds of thousands of themes available there, they are all free, and
have all been checked to make sure that they are malware-free and comply with Wordpress's
standards.

By default, Wordpress comes with a theme already installed and activated, and it is a very good one
which would probably be enough for most people. All you would need to do is to change the header
graphic and configure it the way you want it, but for the purposes of this report I will show you how
to install and configure one of my favourite free themes, one called 'Kippis'. The main reason that I
like this particular theme is that it contains a lot of features that you would normally need to pay for,
but it is still easy to configure. Another reason is that I happened to mention to the programmer
recently that the theme would be a whole lot better if it had a couple of extra features, and he
promised to look at my suggestions “in the next major update of the theme”. Less than a fortnight
later all my suggestions were included in a new major update! Can't beat that for service, especially
in a free product!

Installing and activating themes is very similar to the process of installing plugins, so it won't take
you long to get the hang of installing and configuring themes. Login to your Wordpress Dashboard
and click on Appearance — Themes — Install Theme.

In the screenshot below, you will see that the Kippis theme is already installed, but as it happens
there is an update available so I will show you how easy it is to update themes and plugins, as well
as find new themes.
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[ﬁ'jDashbuard —
|ﬂ\ Manage Themes

5 Posts
Medi Thank you for choosing Ultimate Tinymce
e Interested in checking out the features of the PRO version? Click Here to view the product page, or Sign Up to be notified of updates and feature enhancements
Iéﬁ‘ Links You may even Become an Affiliate and earn revenue from refemals
D Pages

kippls

By Mats Birch ~ Version 1.14

& Comments

Esl Appearance

Kippis is a very flexible theme. It features up to three columns. Two sidebars, or one, or no sidebar at all. You
can optionally have both sidebars on the same side ofthe main content area. You can enable/disable the
sidebars separately, depending on the type of page (regular, single post, page, and gallery). User defined
width. It can be anything, from a few pixels (which would be quite silly) up to thousands. Support for all
smartphones. All colors are user defined, e.g. the main areas, widgets, headings, links, the menus, and

Then here
Widgets

Wenus

Theme Cptions

ﬁf- Plugins more. No need to edit style.css. All areas can have user defined fonts. Again, without editing the style css file.
& Users Custom background images for the body element and the header. Use your own favicon, if you wish. Separate
- settings for mobile devices. Up to four footer areas (like sidebars, but at the bottom). Supports two menus that
'H Tools you can put above or below the header andfor footer Author pages feature author description, gravatar,
5 number of posts, and more. Adds two more optiens, Spam and Delete, to the standard Edit link next to every
Settings comment. Includes a “Featured Post” widget, to show excerpts of posts and pages in the sidebars. Kippis is
J BPS Security currently available in these languages: English, Swedish, Spanish, German, ltalian, and French. —---------
**What user's are saying:** -- | love this theme, heaps of optiens! -.- Your theme is so easy to customize and

SEO easily integrates with all the plugins I'm using. - - Finally a theme that's not for programmers. - - Love the
theme. By far the best around. -.- Incredibly awesome and flexible theme. -.- | LOVE your Kippis theme, it
leaves most premium themes in the dust! - - The Kippis theme allows me to build a whole site in a few hours!
-~ I finally found a theme that | can modify like crazy without getting into the CSS files! .- The Featured Post
widget is AWESOME! Unexpected treasure in this theme.

I There is a new version of Kippis available. View version 1.15 details or update now. I New version notification

Customize opTions: Widgets Menus Theme Options

Available Themes
Click Customize to change the header,

background, title and menus of the current theme,
all in one place.

Tiboty Bleren Click the Live Preview links in the Available
Themes list below to customize and preview
another theme before activating it.

Dismiss

All you need to do to update themes and plugins is to click on the 'update now' link and it is all done
for you. In some cases you may need to re-configure your settings, so it is always a good idea to
keep a copy of any settings that you have changed, just in case.

Here is a screenshot of the configuration options in Kippis, most themes will have similar options,
but not necessarily all of the options in the Kippis theme:
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iz} Dashboard

= Posts
Media
@;@ Links Hotes
[C] Pages General

&) Comments Main areas

E: Appearance
Eli:eﬁ here

Widgets

Menus

Sidebars

Text
[len=

I Theme Options I

EUOT Then here
5’9 Plugins

Structure

Mobile devices

avicon

he blog icon.
is should be a 16x16 or 32132 pivels image in the .ico file format.

Easy to configure using

ize: H1§ Option panel

hﬂp:f_wp—cn ntentthemesikippis/pikippis ico

L

&4, Users

'[|"|!| Tools
Settings

= BPS Security
SEO

Now back to installing new themes!

7] Lise the blog icon.

ody

This is the default colors and font for the entire blog.

H#f2db

Background color

Foreground color

Background image
The background for the entire blog.

i Dnahboard = .

i=mes  Install Themes

B Poste
1 Mad Search | Upload | Meanred | Nesws | Recenly Updaled
A il
5 Linke You can search far a
Spa Gi
T roges particular theme here
E Conments
Feature Filer
Flend & $haria hasedd o seecils St

b Cifors

[ Bt e Cerwn Herem [l tange T Hpurpe Ere

I Eibie L Tan vt iars | RiE-23
Edhar Coyrmas
£ Pluging ]t S Z Ty Tuimins [T T Culanme EFus Gowens TlLenSideteer [ Rizrn Stz

isth
4 tlsare Lot Or select the cloura and featurea that you want in & theme here
= o Feecc Widin & Flenitic Widty
Th Tuals

: teatures

[ Sestings 5

[WErEES L Huddyirezs [ Custom sackgreuna i Sustem Calars 2] Cuztum Header |l ustam rsmra L drer St i beatwred mags bezder [ Fraursd Images
& HPY Security [Jtenbicnpader I Fram.Pag: Postng [F] Fut wdtn Templat: T Post Farmaz EIRTLLangusg: Suppot. T Slicky Fost [@ Theme Cpberz [ Tveaded Cammenls

sEG [ Translebon Ready
Sajiact
[DHotasy T Phatat cgging Dsesswal

Then click here after you select your colours and features
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As you can see, you can either search for a particular theme, or select the colours and/or the features
that you want in a theme.

{7t Dashboard (= -

B Manage The Install Themes
= Posts o

Search | Search Results | Upload | Featured | Mewest | Recently Updated
Media

@ Links Keyword|» | Search

[E) Pages Helps if you spell the name correctiy!

Trais ]'I‘l-l'l-il.t L T

& Comments

E: Appearance
| P e T

Themes B AN

Widgets el

Menus

¥ zabibuicm = ipem

Theme Options i iy

Editor

& Plugins

&, Users o
Kippis

ﬂ Tools By birchware

[27] Settings Already installed, normally
there would be a link to

9 BP5 Security install the theme here

When I type in kippis (instead of kippax!), it comes up with the theme that I want. Since it is
already installed on this website, it tells me that, but normally it would have a link to 'install now',
which I will show you in a minute. This time I have typed in the name of another theme that I
recommend, the 'Responsive' theme:
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{z} Dashboard

5 Posts
Media
@ Links
i Pages

(=) Comments

Ex Appearance

Manage Themes

Search | Upload | Featured | Mewest | Recently Updated

Search for themes by keyword.

responsive

Search

Feature Filter

Find a theme based on specific fealuras.

Install Themes

Themes

Hello, World!

Themes
Colors
{2} Dashboard —— i —
: B M Install Themes
5 Posts
Search | Search Results | Upload | Featured | Mewest | Recently Updated
Media
@P Links KeyworEI responsive Search Search term
Iﬂ Pages
T [E] Responsive Py
& Comments Catch Box ]
Appearance I
-
2

Widgets

Menus

Theme Options
Editor

,&/’ Plugins

&, Users

T4 Tools

Settings

« BPS Security
SEO

Collapse ment

Responsive
By emiluzelac

The theme | was
looking for

Install Mow | Preview —Details

Click on Install Now, or
preview or check details
firatifyou are not sure

dust nnother WoniPross site

Readebility Test

hnages Teut

Imaagn ABgremant Tasta: L. Capt

loned bmagen

The Bootstrap
By kobenland

Plenty of other
options available

Install Mow | Preview

as you can see

Details

e
Catch Box
By catchthemes

Install Mow | Preview

Details

Rayout. Optimslived

oz ensbile browaing, Tees to Sownlaad 124 use.

arigin
By Griden

Install Mow = Preview
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As you can see, it has found the theme that I wanted, the one called 'Responsive', and also listed a
stack of themes that are responsive, meaning that they respond and resize themselves to suit the
size of the web browser. So on desktop computers they will show a certain sized version of the
website, but on tablets and smartphones they will display progressively smaller versions of the
website. This is important because more and more people are using mobiles and tablets to scope out
websites before they buy, or visit the store. So, free tip — make sure your website theme is either
responsive, or at least mobile-friendly.

Once you click on the 'install now' link, you get a progressive report as below:

¢zt Dashboard — : N
B0l |Install|ng Theme: Responsive 1.7.7
s Posts
Downloading install package from http: / fwordpress . prg/extend/themes/download/responsive.1.7.7.2z1ip...
Media
,;:’f i Unpacking the package... PI’OQT&SS repr::-rt
Installing the theme...
Pages
Successfully installed the theme Responsive 1.7.7.
= Comments . —— = .. ,
| Live Freview | Activate | Return to Theme Installer | You can now preview it on your website,
& Appearance activate it, or cancel and return to the
theme installer and look for another one
Themes

Once you get the 'success' message, you will have the options to preview the theme live on your
website to see how it looks, activate it directly, or cancel and go back to find another one. If you
elect to preview it first, make sure that you activate it afterwards.

Once it is installed, simply go to Appearance — Themes and configure the theme the way that you
want it. Don't be afraid to experiment with the options, you can always cancel them if you don't like
the way that the website looks. It is hard to break the modern Wordpress websites. :-)

If you chose to select the features and colours that you wanted in a theme instead, the process is
exactly the same. Pick a theme from the list that you like, preview it, and if you like it, install and
activate it and configure it as above.

And if you have no idea at all what theme you want, try the 'Featured' or 'Recently Updated' links at
the top of the page and see if anything there strikes your fancy.

Now you have a secure website, set up with the colours and features that you want, so it is time to
start adding pages and posts.

Step 9 Adding Posts and Pages

Now we get to the fun stuff, but the part that scares most people! Nearly everyone I speak to has the
same two questions, “What do I write about”, and “Where do I find the time to write, I am too busy
running my own business”. But once you get into the habit, it should only take you fifteen to twenty
minutes to write an article of around 500-600 words, and I will show you a few secrets to finding
more topics than you could ever find the time to write about! Let's get started!

If you go to your Dashboard, on the left menus you will see two options, Posts, and Pages. Pages
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are static stand-alone pages which don't change much, like your About Us page, while Posts are
your typical blog posts which are published on top of each other. Other than that, the process is

exactly the same.
Go To Posts — Add New, or Pages — Add New as below:

# Dashboard .
i 72} Dashboard

Home
Kpdaics Right Now

Akismet Stats
Discussion

Content

Click herg pysts 3 Comments

o .
Media 12 Pages 2 Approved

& Links 5 Categories 0O Pending

[l Pages Or here 4 Tags O Spam

& Comments
Theme Kippis with 0 Widgets

Appearance You are using WordPress 3.4.2.
o .
& Plugins Akismet has protected your site from 315 spam comments already.

A tremen There’s nothing in your spam gueue at the moment.

Then:

#i Dashboard

@ Dashboard

Updates R_ight Now

Akismet Stats

Home

Posts

Click her
5” Posts All
@ Media Add Mew Then here
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Hopefully you will know how to use a word processing program like MS Word or the like, so this
screen should be familiar to you. Make sure you have included your keyword phrase in the title, in
the first sentence of the main body of the article, the last sentence, and once or twice in the middle
of the article, but don't over-do it, make sure that the article is readable for your readers.

Include a couple of graphics or photos in your article, either from your own collection, or from one
of the many free graphics sites online like Flikr. Just do a Google search for “free graphics” or
“royalty-free graphics” but make sure your read the fine print to make sure you have the right to
publish them on your site!

When you have finished writing the article, add a couple of relevant categories, hit publish and you
are done! How hard was that?

Now I promised you a few ways to find plenty of topics to write about. For the first one you will
need a Google account, if you already have a Gmail account you are sweet. Log in to your Gmail
account, then go to:

http://http://www.google.com/alerts and enter your main keyword into the box. Select 'Everything',
and 'Once a day' and click 'Create alert'. You can elect to have the alerts sent to you by email to your
Gmail account, or you can elect to read them in an RSS Reader. For now, the email alerts will do
you, if you get more involved in blog writing you can always change to the RSS Reader option
later. You can set up more than one alert, so go ahead and make alerts for your business name, your
personal name, names of your key employees, as well as words that are specific to your business. |
recommend that you set the business and personal names to 'As it happens', that way if anyone
mentions your business name, or you, on their blog you will be notified immediately and you can
respond to the mention.

. st happape
‘As It happens’
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Here is a screenshot of the alerts for our business:

(Ignore Jessica Alba lounging around in the background!) :-)

Here is another website which is not as well known, but very handy:

http://www.socialmention.com/

It works the same way as Google Alerts, but creates alerts based on mentions in social media
platforms rather than blogs or websites. Do the same thing here, create alerts for your business
name, employee names, main keywords, and any specific keywords for your industry. Be aware that
if your name is John Smith, you will gets tons of mentions about every John Smith on the planet,
but better to have too many mentions than none, just in case one of them is about your John Smith!

Social Mentions also has a '"Trending Topics' page at: http://www.socialmention.com/trends/

which gives you up to the minute trending topics — I see that Mel Gibson has made the top twenty
again today!

Another website which is not too well known is Alltop at: http://alltop.com/ This is a huge website
with links to all the major websites around the planet. You can do a search for your keywords, etc,
there, or browse through the different categories for news that is relevant to your industry.

By now you should have heaps of ideas for writing articles, you can simply put your personal spin
on any of these topics and write an article about them. Keep your articles to around 500-600 words
unless you really need to go into a lot of detail for your article, remember that people's attention
spans are getting shorter all the time!
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Step 10 Website Additional Tasks And Maintenance

Nearly there! All we need to do now is to establish some routine maintenance habits, to keep the
website up to date. What I suggest is that you log into your website WP-Admin at least once a day,
check to make sure that Wordpress and all plugins are still up to date (you will get a warning
message if there are any updates available), if there are then just go to Plugins and update them. It is
always a good idea to make a backup of your website before any updates, just in case, but [ haven't
had any problems updating either Wordpress or any plugins or themes for a couple of years now, the
system is very stable now.

Next, check to see if you have any comments on your blog, and answer them if there are any. Check
to see if there are any comments waiting for your approval and deal with them, either approve them,
or delete them.

Check to see if there is any Spam messages and skim through them. Very occasionally you will find
one that is not Spam, you can Restore the message, then Approve it if you need to, otherwise just
delete any Spam messages. Wordpress will do this automatically after 30 days, but if you are getting
a few then it is worthwhile deleting them manually, to save the load on your website.

Conclusion

And that is all there is to it! By now you should have a safe, well-researched and well-maintained
website with plenty of articles which are relevant to your potential clients, and Google will love you
for that and hopefully reward you with a high ranking in the search engine results pages.

If you have any questions, or need anything clarified a bit more, don't hesitate to leave a message on
our website at Port Macquarie Online Marketing, or send me an email at:

portmaconline@gmail.com
Enjoy!

-~

Z rr ¥ A e
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